KIWIH ENERGY TOKEN PLATFORM
PRIVACY POLICY
Last Updated: November 21, 2025
1. INTRODUCTION
KIWIH Energy Limited ("KIWIH", "we", "us", or "our"), a company incorporated and regulated under the laws of Abu Dhabi Global Market ("ADGM"), is committed to protecting the privacy and security of your personal data. This Privacy Policy explains how we collect, use, disclose, and safeguard your personal information when you access or use our energy tokenization platform (the "Platform") and related services.
This Privacy Policy complies with the European Union General Data Protection Regulation ("GDPR"), the ADGM Data Protection Regulations 2021, and other applicable data protection laws. By accessing the Platform or using our services, you acknowledge that you have read and understood this Privacy Policy.
[bookmark: _Hlk214627520]If you have questions about this Privacy Policy or our data practices, please contact our Data Protection Officer at privacy@kiwihtok.com
2. DATA CONTROLLER AND CONTACT INFORMATION
Data Controller: KIWIH Energy Limited is the data controller responsible for your personal data collected through the Platform.
Contact Details:
KIWIH DLT Foundation
Maydan Square
Abu Dhabi Global Market
United Arab Emirates
[bookmark: _Hlk214627534]Email: privacy@kiwihtok.com kiwihtok.com
Data Protection Officer: dpo@kiwih.energy
Website: www.kiwihtok.com
3. PERSONAL DATA WE COLLECT
We collect various categories of personal data depending on your interactions with the Platform. The types of personal data we may collect include:

3.1 Identity and Contact Information
1. Full legal name, date of birth, nationality, and gender
1. Email address, telephone number, and postal address
1. Government-issued identification documents (passport, national ID, driver's license)
3.2 Financial and Transaction Information
1. Bank account details and payment information
1. Cryptocurrency wallet addresses
1. Transaction history, including token purchases, transfers, and redemptions
1. Source of funds and wealth documentation
3.3 KYC/AML Verification Data
1. Identity verification documents and selfie photographs
1. Proof of address documents
1. Tax identification numbers and tax residency information
1. Beneficial ownership information for corporate accounts
1. Sanctions screening and politically exposed person (PEP) checks
3.4 Technical and Usage Data
1. IP address, device identifiers, and browser type
1. Platform usage patterns, pages visited, and features accessed
1. Login timestamps and session duration
1. Cookies and similar tracking technologies (see Section 10)
3.5 Communications and Support
1. Correspondence with customer support, including emails and chat transcripts
1. Survey responses and feedback
4. HOW WE COLLECT PERSONAL DATA
We collect personal data through the following methods:
1. Directly from you: When you create an account, complete KYC/AML verification, make transactions, or communicate with us
1. Automatically: Through cookies, server logs, and analytics tools when you use the Platform
1. From third parties: Including identity verification services, payment processors, sanctions screening databases, and public records
1. From blockchain networks: Transaction data recorded on public blockchain networks
5. PURPOSES AND LEGAL BASIS FOR PROCESSING
We process your personal data for the following purposes, based on the legal grounds specified:

5.1 Account Management and Service Provision
1. Purpose: Create and maintain your account, process token transactions, provide custody services, and deliver Platform features
1. Legal Basis: Performance of contract (Terms of Service), legitimate interests
5.2 Regulatory Compliance
1. Purpose: Conduct KYC/AML verification, sanctions screening, tax reporting, and comply with FSRA regulations and other legal obligations
1. Legal Basis: Legal obligation, vital interests (prevention of financial crime)
5.3 Security and Fraud Prevention
1. Purpose: Detect, prevent, and investigate fraud, money laundering, unauthorized access, and security incidents
1. Legal Basis: Legitimate interests (security), legal obligation
5.4 Communications and Customer Support
1. Purpose: Respond to inquiries, provide technical support, send service notifications and updates
1. Legal Basis: Performance of contract, legitimate interests, consent (for marketing)
5.5 Platform Improvement and Analytics
1. Purpose: Analyze Platform usage, improve features, develop new services, and conduct research
1. Legal Basis: Legitimate interests, consent (where required)
5.6 Marketing and Promotional Activities
1. Purpose: Send promotional materials, newsletters, and information about new products or features (you may opt out at any time)
1. Legal Basis: Consent, legitimate interests (for existing customers)
6. DATA SHARING AND DISCLOSURE
We may share your personal data with the following categories of recipients:
1. Service Providers: Third-party vendors providing identity verification, payment processing, cloud hosting, customer support, analytics, and other services on our behalf
1. Financial Institutions: Banks, payment processors, and cryptocurrency exchanges facilitating transactions
1. Regulatory Authorities: FSRA, tax authorities, law enforcement, courts, and other governmental bodies as required by law or regulation
1. Professional Advisors: Lawyers, auditors, accountants, and consultants providing professional services to KIWIH
1. Business Transfer Recipients: Acquirers, investors, or successors in the event of a merger, acquisition, reorganization, or sale of assets
1. Blockchain Networks: Transaction data is publicly recorded on blockchain networks and may be viewed by any network participant
We require all third-party service providers to respect the security of your personal data and process it in accordance with applicable data protection laws. We do not permit service providers to use your personal data for their own purposes.
7. INTERNATIONAL DATA TRANSFERS
Your personal data may be transferred to and processed in countries outside Abu Dhabi Global Market and the European Economic Area ("EEA"), including countries that may not provide the same level of data protection as your home jurisdiction.
When we transfer personal data internationally, we implement appropriate safeguards to protect your data, including:
1. European Commission-approved Standard Contractual Clauses (SCCs)
1. Adequacy decisions recognizing equivalent data protection standards
1. Binding Corporate Rules or other approved transfer mechanisms
You may request information about the specific safeguards used for international transfers by contacting privacy@kiwih.energy.
8. DATA RETENTION
We retain your personal data only for as long as necessary to fulfill the purposes described in this Privacy Policy, comply with legal obligations, resolve disputes, and enforce our agreements.
Retention periods include:
1. Account and transaction data: Retained for the duration of your account and for seven (7) years after account closure to comply with financial regulations and tax requirements
1. KYC/AML documentation: Retained for seven (7) years after the end of the business relationship as required by AML regulations
1. Communications: Retained for three (3) years or as necessary to resolve disputes
1. Technical logs: Retained for twelve (12) months for security and operational purposes
After retention periods expire, we will securely delete or anonymize your personal data unless longer retention is required by law or to protect our legal rights.
9. YOUR RIGHTS UNDER GDPR AND ADGM DATA PROTECTION LAW
Under GDPR and ADGM Data Protection Regulations, you have the following rights regarding your personal data:
1. Right of Access: Request confirmation of whether we process your personal data and obtain a copy of your data
1. Right to Rectification: Request correction of inaccurate or incomplete personal data
1. Right to Erasure (Right to be Forgotten): Request deletion of your personal data in certain circumstances, subject to legal retention obligations
1. Right to Restriction of Processing: Request limitation of how we use your personal data in specific situations
1. Right to Data Portability: Receive your personal data in a structured, commonly used format and transmit it to another controller
1. Right to Object: Object to processing based on legitimate interests, including for direct marketing purposes
1. Right to Withdraw Consent: Withdraw consent for processing based on consent at any time (without affecting prior processing)
1. Right to Lodge a Complaint: File a complaint with the ADGM Data Protection Commissioner or relevant EU supervisory authority
To exercise any of these rights, please contact us at privacy@kiwih.energy. We will respond to your request within one (1) month, or two (2) months for complex requests. We may require verification of your identity before processing your request.
10. COOKIES AND TRACKING TECHNOLOGIES
10.1 What Are Cookies
Cookies are small text files stored on your device that help us recognize you and remember your preferences. We also use similar technologies such as web beacons, pixels, and local storage.
10.2 Types of Cookies We Use
1. Essential Cookies: Required for Platform functionality, including authentication and security features. These cannot be disabled.
1. Performance and Analytics Cookies: Collect information about how you use the Platform to help us improve performance and user experience
1. Functional Cookies: Remember your preferences and settings, such as language and region
1. Marketing and Advertising Cookies: Track your browsing activity to deliver personalized advertisements (only with your consent)
10.3 Managing Cookies
You can manage cookie preferences through your browser settings or our cookie consent tool. Disabling non-essential cookies may affect Platform functionality. For more information, visit www.aboutcookies.org.
11. DATA SECURITY
We implement appropriate technical and organizational measures to protect your personal data against unauthorized access, alteration, disclosure, or destruction. Security measures include:
1. Encryption of data in transit and at rest using industry-standard protocols
1. Multi-factor authentication for account access
1. Regular security audits and penetration testing
1. Access controls and role-based permissions for internal staff
1. Secure data centers and cloud infrastructure with ISO 27001 certification
1. Incident response and breach notification procedures
While we strive to protect your personal data, no security system is impenetrable. You are responsible for maintaining the confidentiality of your account credentials and promptly notifying us of any unauthorized access.
12. CHILDREN'S PRIVACY
The Platform is not intended for individuals under the age of 18. We do not knowingly collect personal data from children. If you become aware that a child has provided us with personal data, please contact us immediately, and we will take steps to delete such information.
13. THIRD-PARTY LINKS AND SERVICES
The Platform may contain links to third-party websites, applications, or services. We are not responsible for the privacy practices of these third parties. We encourage you to review the privacy policies of any third-party sites you visit.
14. AUTOMATED DECISION-MAKING AND PROFILING
We may use automated decision-making processes, including profiling, for fraud prevention, risk assessment, and KYC/AML screening. These processes may result in account restrictions or transaction denials. You have the right to request human intervention, express your point of view, and contest automated decisions by contacting privacy@kiwih.energy.
15. CHANGES TO THIS PRIVACY POLICY
We may update this Privacy Policy from time to time to reflect changes in our practices, technology, legal requirements, or other factors. We will notify you of material changes by posting the updated Privacy Policy on the Platform and sending an email notification to your registered address at least thirty (30) days before the effective date. Your continued use of the Platform after the effective date constitutes acceptance of the updated Privacy Policy.
16. CONTACT INFORMATION AND COMPLAINTS
If you have questions, concerns, or complaints about this Privacy Policy or our data practices, please contact:
Data Protection Officer:
KIWIH DLT Foundatio
Maydan Square
Abu Dhabi Global Market
United Arab Emirates
Email: privacy@kiwihtok.com kiwihtok.com
Data Protection Officer: dpo@kiwih.energy


Supervisory Authority:
If you are not satisfied with our response to your complaint, you have the right to lodge a complaint with:
ADGM Data Protection Commissioner
Abu Dhabi Global Market
Email: dataprotection@adgm.com
Website: www.adgm.com
For EU residents, you may also contact your local data protection supervisory authority.
***
BY USING THE PLATFORM, YOU ACKNOWLEDGE THAT YOU HAVE READ AND UNDERSTOOD THIS PRIVACY POLICY.
